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INTRODUCTION!

Geopolitics and digital technologies are inextricably interconnected.
This manifests in different ways, aligning with broader strategic issues,
including: debates about foreign ownership or involvement in domestic
infrastructure, such as the U.S.-led campaign to restrict the Chinese com-
pany Huawei’s role in 5G communications networks across the globe;
and concern about the potential for digital media, including social me-
dia platforms, to be exploited to pursue disinformation and subversion,
as occurred during the 2016 U.S. presidential election campaign. Digital
technology and geopolitics also combine in contemporary debates about
the practice and limits of digital espionage and offensive cyber opera-
tions, particularly following the 2011-12 discovery of the U.S.-Israeli
Stuxnet/Op OLYMPIC GAMES cyber operation against Iranian nucle-
ar infrastructure (Sanger 2012; Zetter 2014) and the 2013 revelations by
Edward Snowden about the extent of U.S. and allied digital surveillance
capabilities (Ball, Borger & Greenwald 2013; Harding 2014; Harris 2014).
State threats to digital infrastructure — and the strategic implications of
those threats — were visible more recently in the major incidents regard-
ing SolarWinds and Microsoft Exchange (Alperovitch and Ward 2021;
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Devanny 2021). The contemporary strategic impact of cyber (as threat
and opportunity) on defense and security policies highlights the social,
economic and political ubiquity of digital technologies and the Internet.

As digital technologies such as social media platforms accelerate the
volume and velocity of “speech acts” in public diplomacy, it has become
more difficult to control narratives surrounding controversial events or
crises, and for publics to establish “truth” in a world of “alternative facts”
and “fake news”. This polluted information environment exacerbates the
problem of determining truth in areas of technical complexity, in a global
public sphere suffering from a “knowledge asymmetry” that undermines
the ability of citizens (and some governments) to determine which party
to believe in a contested narrative.

In the case of alleged cyber operations, this knowledge asymmetry is
magnified by the high level of technical knowledge and capability neces-
sary to conduct an exercise in attribution analysis. All but the most sophis-
ticated state actors and private sector analysts are unable to conduct or
comprehend such an analysis, meaning that most people are reliant on sec-
ondary sources for information and assessment, with all the caveats about
the contemporary media environment that were highlighted above. This
information environment complicates the contemporary trend towards
coordinated public attribution (Egloff and Smeets 2021), taking place in a
broader geopolitical context that shapes reception of the cui-bono logic of
attribution (Cavelty 2015).

To illuminate these issues, this article adopts the starting point of
Venezuelan President Nicolds Maduro’s allegation that March 2019 energy
outages in Venezuela were caused by a U.S. cyber attack. It argues that glob-
al public opinion about the Trump administration’s Venezuela policy and its
emerging cyber strategy potentially contributed to an information environ-
ment in which false claims of attribution were treated more credibly than
they should have been. The article concludes by reflecting on the conse-
quences of cyber uncertainty for international relations. As Martin Libicki
— another author to recognise the illustrative potential of the Venezuela
case — observed: “facts of cyberwar are becoming secondary to mispercep-
tions that governments either shape or influence” (Libicki 2020, 85).

The article uses the Venezuela case to highlight the geopolitical impact
of uncertainty in cyberspace. It argues that the instrumental value — and
cost — of cyber uncertainty should inform decisionmaking about cyber
strategy. The article is structured in four parts followed by a conclusion.
First, it presents the Venezuelan case, situating Maduro’s cyber allegation
in the context of fraught bilateral relations between Venezuela and the
United States. Second, it introduces the concept of cyber uncertainty, iden-
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tifying the impact of knowledge asymmetries on broader public percep-
tions of perceived and real cyber operations. Third, it analyses the conduct
and consequences of U.S. cyber operations, assessing the relevance of the
recent shift in U.S. strategy. Fourth, it discusses the Trump administra-
tion’s discernible strategy for Venezuela and the second-order diplomat-
ic effects of U.S. cyber strategy. The article concludes by appraising the
Venezuelan case as an illumination of emerging trends in cyber operations,
disinformation and contested strategic narratives, all in the wider social
context of knowledge asymmetries and prevailing cyber uncertainty.

ENERGY OUTAGE AND CYBER ALLEGATIONS IN VENEZUELA

Between March 7 and 14, 2019, a major blackout left many homes, busi-
nesses and public buildings in Venezuela without electricity (Daniels 2019).
The blackout prompted the interruption of services at airports and in hospi-
tals (Sequera and Buitrago 2019). It led to local businesses being ransacked
and clashes between owners and looters. This occurred against a nationwide
backdrop of on-going protests in opposition to Maduro (Casey 2019).

Some experts have speculated that the blackout was caused by a techni-
cal issue, particularly following the deterioration of national infrastructure
during Venezuela’s continuing economic and political crisis (Leetaru 2019;
Jones 2019). There were other reports that Russian military personnel
(reportedly including cybersecurity experts) arrived in Venezuela later in
March (Gunia 2019). The reported presence of Russian cyber experts indi-
cated support to the Maduro regime, perhaps including digital surveillance
of opponents, as well as infrastructure cyber security (Spetalnick 2019).

Reporting of technical analysis regarding the cause of the blackout oc-
curred in a contested media environment. One striking feature was the diplo-
matic disagreement via social media between Venezuelan president Maduro
and then U.S. Secretary of State Mike Pompeo. Maduro and Pompeo trad-
ed insults on the social media platform Twitter, after Maduro had alleged
that the U.S. was responsible for a cyber attack against Venezuela’s ener-
gy infrastructure, using this as the explanation for the blackouts (Maduro
2019). Pompeo responded quickly, rejecting the allegation and countering
that regime-change would occur in Venezuela (Pompeo 2019). The Trump
administration’s special representative for Venezuela, Elliott Abrams, also
said that the outages were: “a reminder that the country’s once quite so-
phisticated infrastructure has been plundered and allowed to decay under
Maduro’s misrule” (Sheridan and Zuniga 2019).

This heated exchange via social media was part of a longer period
of deterioration in U.S-Venezuela bilateral relations. In early 2019, the

39



40

RBED, v. 7, n® 2, jul./dez. 2020

Trump administration had recently officially recognised the head of the
national assembly, Juan Guaidd, as the interim president of Venezuela.
Guaidé’s presidency would subsequently be recognised by 58 nations. The
bilateral relationship had already been antagonistic: in November 2018
the then US national security adviser, John Bolton, had publicly grouped
Venezuela with Cuba and Nicaragua as countries regarded as regional
threats, denouncing:
This Troika of Tyranny, this triangle of terror stretching from
Havana to Caracas to Managua...[as] the cause of immense human
suffering, the impetus of enormous regional instability, and the ge-
nesis of a sordid cradle of communism in the Western Hemisphere
(Rogin 2018; Bolton 2020, 249).

Although the Trump administration had not publicly threatened
Venezuela with cyber attacks prior to the March 2019 energy outages, it
is clear from other evidence that it possessed both the capability and will-
ingness to target infrastructure using this instrument to pursue national
policy. For example, Trump would reportedly authorize a cyber operation
against Iran just three months later (Nakashima 2019) and had previous-
ly streamlined the authorization process to make it easier for U.S. Cyber
Command and the Central Intelligence Agency to conduct cyber opera-
tions than it had been under the Obama administration (Devanny 2021, 11).

According to John Bolton’s memoir, the Trump administration want-
ed to remove Maduro from office, but suffered from an ineffective strate-
gy, “bureacratic footdragging”, disagreement amongst senior figures and
President Donald Trump’s tendency to change his mind, including after
a persuasive conversation with Russian President Vladimir Putin (Bolton
2020, 271—4, 282-3). Similarly, efforts by the opposition to create splits
in Maduro’s regime, particularly with the military, were reportedly pro-
ceeding at the time of the energy outages, culminating in a failed at-
tempt by Guaidé in late April 2019 to secure military support in his bid
to replace Maduro (Faiola 2019a). The failure of this move led Maduro’s
intelligence chief, with whom the opposition had collaborated, to flee to
Colombia, after which the U.S. government lifted sanctions against him
(Faiola 2019b) in exchange for cooperation against Maduro. Throughout
the rest of 2019, the opposition suffered from increasing weakness, ha-
rassed and divided by the government, with splits developing between
opposition parties, and dissension and corruption allegations surfacing
within Guaidd’s own party (Faiola 2019c).

The opposition lost further momentum in January 2020 when the
Maduro government arranged for a rival to Guaidé to be sworn in as
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head of the national assembly — the position from which Guaidé derives
legitimacy for his claim to be the interim president (Krygier and Faiola
2020). As the opposition experienced these setbacks, the US government
pursued alternative approaches, tightening economic sanctions and decid-
ing in March 2020 to indict Maduro and five others on criminal charges of
narco-terrorism, offering US$15m in reward for Maduro’s capture (IFaiola,
Zapotosky, and DeYoung 2020). In this context, in May 2020 two U.S.
former Special Operations soldiers were arrested in Venezuela, reportedly
following a failed coup d’etat (Tharoor 2020).

There is no evidence that the Trump administration was involved in
this failed effort, or indeed in the March 2019 energy outages, but bilateral
relations were then so poor that no trust existed between the two govern-
ments. Indeed, following the arrest of the two former U.S. soldiers after
the failed coup in May 2020, the U.S. State Department said: “There is a
major disinformation campaign underway by the Maduro regime, mak-
ing it difficult to separate facts from propaganda” (DeYoung, Faiola, and
Horton 2020).

The 2019 episode in Venezuela thus offers an interesting case in the
diplomatic and geopolitical consequences of the emerging global public
understanding about US cyber operations. As the U.S. government increas-
ingly talks about its cyber capabilities and their place in national security
strategy, so too do U.S. adversaries accuse it of conducting cyber attacks.
This diplomatic risk is explicitly recognised in one authoritative official
U.S. statement about the shift in cyber strategy (US Cyber Command 2018,
10). The new cyber strategy — with its prescription of more frequent cy-
ber operations against adversaries — developed organically and should not
be associated with the politics or objectives of the Trump administration.
Nevertheless, it unfolded against a backdrop of reduced public trust in the
office of the presidency under the Trump administration, in light of its
association with “fake news” and “alternative facts”, its hostility towards
journalism and even towards parts of the US federal government, such as
the intelligence community, that Trump referred to derisively as the “deep
state” and which he claimed were part of an effort to undermine his presi-
dency (Rohde 2020). This created a less favorable information environment
for the reception of this strategic shift, increasing the risk of misunder-
standing about what the new strategy was trying to achieve.

THE UNCERTAINTY PRINCIPLE OF THE CYBER DOMAIN

In view of the complexity of physical and virtual layers that make up
cyberspace, identifying causative activities and attributing them to specific
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actors requires significant technical and analytical capabilities. These ca-
pabilities exist in both private (cybersecurity companies) and public sec-
tors (most commonly in defense, intelligence and security agencies). But
the level of sophistication and resourcing of cyber forensics differs widely,
creating severe knowledge asymmetries both between governments and
between governments and their publics.

This becomes more complicated when perpetrators go further than
masking their acts, fabricating to mislead — even seeking to incriminate
others in false flag operations. Given the inconclusiveness of certain fo-
rensic efforts, the attribution of actors often employs cuz-bono logic, i.e.:
given the political, economic, military and/or social context, the actor who
would benefit the most from a cyber operation would be more likely to
perpetrate it (Cavelty 2015, 93).

Thus, the uncertainty principle often implies a speculative context that
weighs political issues. Sophisticated cyber actors can exploit this uncer-
tainty for operational advantage, but, as the Venezuela case implies, un-
certainty also has its costs. This is, of course, less straightforwardly the
case in instances of cyber deterrence or compellence, when perpetrators
presumably need to signal responsibility to achieve deterrence or com-
pellence, a precondition for which is that the targeted state should un-
derstand the purpose of the attack, namely to dissuade/compel a specific
response (Valeriano, Jensen, and Maness 2018, 47).

Cyberspace is operationally contested. State actors typically do not
disclose their digital espionage activities, in order to retain surveillance
access. Active digital surveillance, involving presence on a network, also
affords the opportunity to develop an exploit of a vulnerability on that
network to achieve a different effect, e.g. to degrade or destroy the net-
work, wholly or in part. This duality is the cause of much of the policy
debate and controversy surrounding the SolarWinds incident (Devanny
2021). Similarly, covert access to a network potentially enables criminal
activities, e.g. data theft or ransoming individuals or organisations in
exchange for re-enabling access to their devices or networks — a major
consequence of the Microsoft Exchange incident (Alperovitch and Ward
2021; Poznansky and Perkoski 2018, 7—8). This duality of potential, juxta-
posing cyber espionage and offensive cyber operations, creates uncertainty
that could produce severe strategic consequences.

Medeiros and Goldoni (2020) see uncertainty, deterritoriality and mul-
tiplicity of actors as key elements to understand the operationalization of
cyberspace. Acccordingly, when cyber operations are detected, widespread
public acceptance of the attribution analysis will rest on the tension be-
tween cuz-bono logic and (im)plausible deniability (Cormac and Aldrich
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2018). Attribution occurs in a political context: it is not a neutral, purely
technical exercise. The geopolitical competition of strategic narratives,
exacerbated by digital media, is rendered more acute in cases of uncer-
tainty over (alleged) cyber operations.

Cyber uncertainty and the potential to carefully calibrate operational
effects, reducing the risk of casualties and managing the risk of escalation,
have made cyber operations an increasingly attractive option in geopoliti-
cal competition. Recent reports of reciprocal cyber operations conducted
by Iran and Israel highlight this practice (Baram and Lim 2020). As the
world’s most militarily capable state, the United States has also shaped
behavior in the cyber domain, developing and using sophisticated digital
espionage and offensive cyber capabilities (Harris 2014).

U.S. STRATEGY AND CYBER OPERATIONS

The United States has endorsed voluntary, non-binding norms of re-
sponsible state behavior in peacetime cyberspace, including “prohibitions
against damaging civilian critical infrastructure” (US DOD 2018, 5).
Notwithstanding, it is not an outlandish proposition to assert that there
are circumstances in which the U.S. government might conduct a cyber
operation against an adversary’s critical infrastructure. For example, just
three months after the Venezuelan energy outages, it was reported that
the Trump administration had authorised penetration of the Russian en-
ergy network, signalling the sophistication of U.S. capabilities to conduct
just such an attack (Sanger and Perlroth 2019). This operation’s stated
intent was to deter Russian operations against the United States. In con-
trast, the hypothetical value of cyber (or other covert) operations against
Venezuelan energy infrastructure would be to exacerbate domestic so-
cio-economic problems, intensitying opposition to Maduro and ultimately
facilitating regime-change.

One operation was reportedly designed to deter, the other would have
been designed to complement other, non-cyber measures implemented by
the US government to bring about regime change in Venezuela. Whilst
there is no evidence that the US conducted cyber operations in Venezuela,
the problem is one of perception compounded by actual policy: the US was
engaged in a broad-based effort to increase pressure on Maduro’s regime,
and has signaled the capability to conduct cyber operations against energy
infrastructure in pursuit of other strategic objectives. The use of cyber
operations in support of wider policy would follow the logic of “additive”
cyber operations that “complement rather than replace traditional forms
of coercion” (Valeriano, Jensen, and Maness 2018, 42). Perhaps for many
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observers, without access to or comprehension of technical reports into
the origins of energy outages in Venezuela, allegations of US complicity
might not be so readily dismissed, particularly in light of a pre-existing
pattern of strategic behavior arguably consistent with the conduct of
such an operation. Another relevant factor shaping the information en-
vironment is the impact of history, particularly US policy towards Latin
America during (and before) the Cold War (Crandall 2008; Grow 2008).

This aligns with Robert Jervis’s observation about the polysemous na-
ture of cyber operations, given the existence of multiple audiences with-
in and between states: “Not only is no state completely unified, but the
perceptions of numerous third parties are also important. What would
seem like an under-reaction to some allies, for example, could be seen as
a dangerous over-reaction by others” (Jervis 2016, 71). The combination
of declaratory posture, rhetoric and reported US activities in cyberspace
under the post-2018 strategy have collectively created the impression of
a more permissive approach to cyber operations. This has implications for
the ways in which other states and their publics will likely perceive the
U.S. as a strategic actor.

The June 2019 reported signaling operation against Russian infra-
structure was part of the new US strategy to “defend forward” in cy-
berspace and embrace “persistent engagement.” Jacquelyn Scheider sit-
uates this turn towards a more assertive strategy in the context of an
emerging pattern of behavior by US adversaries, which highlighted “the
increasingly front-line role of critical infrastructure in state-led cyber
attacks” (Schneider 2020, 161). The cases cited by Schneider include
Russian interference in the 2016 US presidential election; cyber attacks
against energy infrastructure in Ukraine; and cyber crime against finan-
cial networks reportedly conducted by Iran and North Korea. Schneider
does not mention the U.S.-Israeli cyber operation against Iranian nucle-
ar infrastructure, which pre-dates her examples and arguably deserves a
more prominent place in the chronology of cases demonstrating the in-
creasing number of infrastructure-targeted cyber operations conducted
by state actors (Zetter 2014).

The intellectual justification for “persistent engagement” is closely
associated with Michael Fischerkeller and Richard Harknett, who have
argued that the previous US approach of deterrence and restraint was
ill-suited to the cyber domain: “A strategy of deterrence seeks to avoid
operational contact, whereas cyberspace participants are interconnected,
and consequently, all operations in cyberspace always involve operational
contact. Cyberspace is a perpetually contested space” (Fischerkeller and
Harknett 2017, 386). Fischerkeller and Harknett’s analysis of" cyberspace
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and consequent prescription for US responses is independent of U.S. pol-
icy objectives: the analyses and recommendations advanced by advocates
of persistent engagement and defend forward are as adoptable by the
Biden administration as they were by the Trump administration (Devanny
2021). They flow from an appraisal of the “offense-persistent” nature of
cyberspace and the reality of “constant contact with the enemy” (Harknett
and Goldman 2016, 86).

This analysis has heavily influenced U.S. Cyber Command, with its
commander describing a shift from being a “response” force to becoming
a “persistence” force, appropriate for a new reality in which: “Continuous
action in cyberspace for strategic effect has become the norm, and thus
the command requires a new strategic concept” (Nakasone 2019, 12). This
shift is most visible in two documents produced by the U.S. government
in 2018: the command vision for Cyber Command (US Cyber Command
2018) and the National Cyber Strategy (US DOD 2018). These documents
explain a strategic shift to position the United States to succeed in cyber-
space competition with its most capable adversaries. The new strategy is a
“roadmap...to achieve and maintain superiority in cyberspace” (US Cyber
Command 2018, 2). It is therefore a misapprehension to interpret the new
strategy as evidence of greater likelihood that the U.S. would conduct cy-
ber operations to sabotage non-cyber infrastructure of less cyber-capable
adversaries such as Venezuela. Infrastructure-targeting is one example of
cyber operations, but it is not the principal focus of the new turn in U.S.
strategy.

The new strategy envisaged a higher tempo and greater risk appetite
for US cyber operations — according to the Command Vision, the new ap-
proach is “risk aware, not risk averse” (US Cyber Command 2018, 7). This
was conceived, however, as a specific response to the nature of competition
in cyberspace. It did not imply reckless disregard for consequences and
was rather calibrated to achieve specific effects. More broadly, the Trump
administration continued the Obama administration’s approach of using
cyber operations to manage the risk of escalation, e.g. in responding to
alleged Iranian attacks on oil tankers and an unmanned US surveillance
drone in mid-2019 (Valeriano and Jensen 2019). This reflects the flexibil-
ity of cyber operations as an instrument of national strategy, a flexibility
stemming partly from the aforementioned elements of cyber uncertainty.

The contemporary debate about U.S. strategy focuses understandably
on its impact on stability and whether the broader strategy is overly fo-
cused on its offensive dimensions to the detriment of defense (Healey
2020). Holistic appraisal of the new strategy also requires analysis of its
wider system effects, including its impact on the dynamics of policy issues
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that were not considered as part of the process of strategic development
(Jervis 1998).

One of these second-order effects is the potential impact of U.S. strat-
egy on other states’ (both allies’ and adversaries’) perceptions of false
allegations regarding U.S. cyber operations. During the Trump admin-
istration, the combination of a broadly pro-active cyber strategy and a
unpredictable White House prone to making seemingly provocative state-
ments, injected an element of uncertainty and doubt about what the U.S.
might or might not have been doing, in spite of the emerging body of
policy-oriented literature — drawn from in this section — that explores
and explains U.S. cyber strategy. This unusual conjuncture made the an-
tagonism between the Trump and Maduro administrations an interesting
case in the analysis of the implications of the Trump administration’s
approach to diplomacy and cyber operations.

THE TRUMP ADMINISTRATION, VENEZUELA AND CYBER UNCERTAINTY

In the context of severe economic crisis, the failure of Venezuelan en-
ergy infrastructure in March 2019 can plausibly be attributed to domestic
shortcomings. These include the compound impact of years of underfund-
ing and poor maintenance, possibly exacerbated by an exodus of skilled
personnel from the sector as part of the wider sharp increase in emigra-
tion from Venezuela as many citizens try to escape from its crisis. This is
a simpler explanation than the alternative of a protracted and expensive
effort to develop and deploy U.S. cyber capabilities to undermine the elec-
tricity supply. There is a further doubt about the cyber explanation, when
the U.S. might have been expected to have had cheaper, less high-tech
options, such as non-cyber sabotage. Most relevantly, however, it is simply
unclear precisely what strategic eftect such an operation would have been
intended to produce and how proportionate infrastructure-sabotage would
have been as an instrument to achieve it.

Whilst the above will be sufficient to persuade many observers that
the Trump administration probably did not conduct a cyber (or indeed a
non-cyber) operation against Venezuelan critical infrastructure, the juxta-
position of two factors — (i) the Trump administration’s discernible pref-
erence for a Venezuela under different governance and (ii) the second-order
effects of the new cyber strategy — created the potential for a contested
narrative, invoking the inherent uncertainty of cyberspace. This is particu-
larly true in an era characterised by the proliferation of false narratives on
social media and concerted efforts by state actors to pollute the information
environment and undermine public confidence in the media.
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In the context of’ John Bolton’s rhetoric designating Venezuela as part
of a “troika of tyranny”, the Trump administration’s policies towards
Venezuela were inevitably evocative of the rhetorical inheritance of the
“axis of evil.” The latter phrase was coined during a previous US admin-
istration in which Bolton had served, namely the George W. Bush presi-
dency. That presidency was indelibly associated with military intervention
and regime-change (Mann 2004). Bolton’s choice of rhetoric therefore
generated an implicit expectation that more coercive instruments would
be employed than had yet been employed by the Trump administration
against Venezuela. Indeed, military action was explicitly stated to be “an
option” by Trump himself, in apparently off-the-cuft remarks, both in
August 2017 and February 2019 (Ellsworth 2019).

Moreover, the January 2019 appointment of the controversial neocon-
servative Elliott Abrams as the administration’s special envoy for Venezuela
provoked memories of an even earlier US administration. Abrams was
assistant secretary of state for inter-American affairs during the Reagan
administration. He was personally implicated in the Iran-Contra scandal
(Borger 2019). When exploring global perceptions of the Trump adminis-
tration’s Venezuela strategy, it is important to contextualise debates about
contemporary policies with reference to the substantial history of U.S.
covert actions and regime-change policies in Latin America, for example
during the Cold War (Grow 2008). Also relevant are tensions between
the objectives of U.S. post-Cold War “democracy promotion” programmes
and the domestic politics of specific states in the region, with Venezuela
being a particularly acute and prominent case (Clement 2005).

The most plausible interpretation of the available evidence is that
there was a counterproductive gap between the Trump administration’s
rhetoric and the policies it was prepared to pursue. As Hal Brands not-
ed regarding Trump’s 2017 comments about the military “option” in
Venezuela: “the president’s apparently improvised threats of military ac-
tion against Venezuela served mainly to wrong-foot regional critics of
President Nicolds Maduro’s government (and to distract attention from
that government’s own failings) by raising the prospect of unwanted US
intervention” (Brands 2017, 25—6). Throughout most of Trump’s term
in office, his Venezuela policy was coercive in intent, including signifi-
cant economic sanctions (Main 2020, 34—5), but within limits notionally
calibrated to facilitate negotiated settlement, most probably by splitting
Maduro’s constituency of support. Unsealed criminal indictments of
Maduro and other senior figures in early 2020 appeared to indicate a loss
of confidence that such an objective was achievable (Ramsey 2020). The
juxaposition of bombastic rhetoric and loose talk about military options
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did little to amplify or enhance the effectiveness of the administration’s
strategy: coercive economic sanctions undoubtedly had a severe impact on
the Venezuelan economy, but the Maduro government entrenched itself
and called the Trump administration’s bluft’ regarding what appeared ul-
timately to be empty and ill-conceived threats of military action.

The blunt instrument of economic sanctions had increased pressure on
Maduro’s government, but the real victims were of course the millions of
Venezuelan citizens who directly suffered from the impact of" the economic
crisis. In this sense, the hypothesis that the U.S. government would sabo-
tage Venezuelan critical infrastructure did not appear to be a difference in
kind: the human cost of the 2017 and 2019 economic sanctions arguably
outweighed the specific consequences of the time-limited disruption to
the electricity supply in March 2019. Just as the totality of instruments
that comprised the Trump administration’s Venezuela strategy militated
against arguments that a limited cyber operation affecting critical infra-
structure would cross an ethical line of conduct, the perceptual impact of
“persistent engagement” — particularly reporting of U.S. pre-positioning
of implants inside Russian energy infrastructure — perhaps contributed
to already-fertile conditions in which counter-narratives could grow. This
case-specific context arguably overshadowed in this instance the wider de-
bate about the ethical implications of cyber operations targeting civilian
infrastructure (Devanny 2020).

Cyber uncertainty is exacerbated by knowledge asymmetry, in
which the circumstances surrounding incidents such as the Venezuelan
energy outages are virtually impossible for most people to establish
definitively. Such an assessment would require technical expertise to
comprehend and would otherwise rely on diverse readerships’ or audi-
ences’ willingness to trust the reliability of the secondary sources that
explained it. Indeed, John Bolton himself recounts in his memoir that,
on hearing of the outages, his “first thought was that Guaid6 or some-
one had decided to take matters into their own hands...whatever the
cause or the extent or duration of the outage, it had to hurt Maduro”.
Bolton quickly qualifies this equivocal note, however, highlighting
that “the national power grid had disintegrated over two decades of
Chavista rule” (Bolton 2020, 270).

In this era of disinformation operations and cyber uncertainty, the per-
ceived benefits of “implausible deniability” should be weighed against the
residual cost of a situation of “implausible culpability”, in which the more
assertive turn of U.S. cyber strategy combined with the Trump adminis-
tration’s broader policies of coercion and its use of threatening rhetoric,
creating an opportunity for one U.S. adversary to seek to capitalize by
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deflecting blame for domestic infrastructure failure onto the spectre of
coercive U.S. behavior in cyberspace.

Following Jacquelyn Schneider (2020), this is arguably a reason for the
U.S. government to review not only its declaratory posture in cyberspace,
but also more broadly, the ways in which it publicly articulates its strate-
gies and fuses its rhetoric and broad array of coercive policy instruments
to pursue national strategic objectives. As mentioned above, this is an is-
sue explicitly recognised by U.S. Cyber Command as requiring mitigation,
partly through more eftective communication (US Cyber Command 2018,
10). For the Biden administration, recalibrating rhetoric and reviewing the
policy objectives that cyber and non-cyber instruments are used to pursue
could mitigate shortcomings in the Trump administration’s implementa-
tion of cyber strategy (Devanny 2021).

CONCLUSION

The last decade has seen an emerging pattern of cyber operations
conducted by states against adversaries’ critical infrastructure. It is this
emerging pattern, or specifically the perceived failure of U.S. efforts to
deter this behavior, that provided a significant part of the justification
for U.S. adoption of a new cyber strategy in 2018. As states continue to
develop and use national offensive cyber capabilities, it is likely that a con-
tinuation of existing policies will lead to further such operations.

Further complexity is added by the second-order effects of these op-
erations. The system eftects of this strategic turn in cyber operations are
not limited to those that stem from the conduct of operations. They also
include the effects of the competitive development process of offensive
cyber capabilities by rival states, and indeed the very act of governments
communicating about these capabilities. As persistent engagement’s ad-
vocates argue, practice will shape the de facto norms of state behavior in
cyberspace. This extends to the impact on perceptions caused by the po-
tential complementarity of infrastructure-targeted cyber operations with
other, non-cyber coercive instruments of policy or associated rhetorical
threats. It also extends to the (unintended) strategic consequences of the
duality between active cyber espionage and the potential to conduct offen-
sive operations. This has been recently evident in the furore surrounding
the SolarWinds breach.

As Robert Jervis has noted, the potential for misperceptions and corre-
sponding errors of judgement in cyberspace is pronounced. This is partic-
ularly true in light of asymmetries of knowledge and the tendency for nu-
ance to be winnowed out for decision-makers in the policy process (Jervis
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2016). Another shaping factor is the distorted prism of the contemporary
information environment. Competing narratives (both state narratives
and proxy- or non-state narratives) proliferate more quickly and embed
themselves more durably due to the analytical affordances and disinterme-
diation of digital media platforms and the deterritoriality of the internet.
The cumulative impact of these different strands is that states will likely
struggle to control the perception of their intentions in cyberspace, not
only amongst governments but across the many national audiences that
comprise the global public sphere.
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THE 2019 VENEZUELAN BLACKOUT AND THE CONSEQUENCES
OF CYBER UNCERTAINTY

ABSTRACT

In March 2019, Nicolds Maduro claimed that the blackout in Venezuela was
caused by U.S. cyber-attacks. This statement was promptly denied by Mike
Pompeo, the U.S. Secretary of State. Irrespective of the truth of Maduro’s
allegation, this episode highlights the diplomatic challenges for states in the
contemporary information environment, in which contested narratives prolif-
erate and embed themselves more durably because of the deterritoriality and
disintermediation of the Internet. This is particularly true in the context of an
emerging pattern of state actors conducting cyber operations against critical
infrastructure in other states. The cumulative impact of these different strands
is that states will likely struggle to control the perception of their intentions
in the cyber domain, not only amongst governments but across the many na-
tional audiences that comprise the global public sphere. Focusing on Maduro’s
allegation, this article analyses the political utility of cyber uncertainty, and
its corresponding implications for states’ cyber strategies and decisionmaking.

Keywords: Cyberspace; Uncertainty; Cyber Operations; Cyber Defense; Digital
Diplomacy.

RESUMO

Em marg¢o de 2019, Nicolds Maduro afirmou que o blecaute na Venezuela foi
causado por ciberataques perpetrados pelos EUA. Esta declaragdo foi pron-
tamente negada por Mike Pompeo, Secretirio de Estado norte-americano.
Independentemente da verdade da alegagdo de Maduro, este episédio destaca os
desafios diplomaticos para os Estados no ambiente de informagio contemporaneo,
no qual as narrativas contestadas proliferam e se incorporam de maneira mais
durével por causa da desterritorialidade e desintermediago da Internet. Isso é
particularmente verdadeiro no contexto de um padrdo emergente de atores esta-
tais que conduzem operagdes cibernéticas contra a infraestrutura critica em ou-
tros Estados. O impacto cumulativo dessas diferentes vertentes é que os Estados
provavelmente terdo dificuldades para controlar a percepgio de suas intengdes no
dominio cibernético, ndo apenas entre os governos, mas entre os diversos publicos
nacionais que compdem a esfera publica global. Focando na alegacio de Maduro,
este artigo analisa a utilidade politica da incerteza cibernética e suas implicagdes
correspondentes nas estratégias e decisdes cibernéticas dos Estados.

Palavras-chave: Ciberespago; Incerteza; Operagdes cibernéticas; Defesa cibernéti-
ca; Diplomacia digital.
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